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Abstract
In many classification problems such as spam detection
and network intrusion, a large number of unlabeled test
instances are predicted negative by the classifier. However, the high costs as well as time constraints on an expert’s time prevent further analysis of the “predicted false”
class instances in order to segregate the false negatives from
the true negatives. A systematic method is thus required
to obtain an estimate of the number of false negatives. A
capture-recapture based method can be used to obtain an
ML-estimate of false negatives when two or more independent classifiers are available. In the case for which independence does not hold, we can apply log-linear models to
obtain an estimate of false negatives. However, as shown
in this paper, lesser the dependencies among the classifiers,
better is the estimate obtained for false negatives. Thus, ideally independent classifiers should be used to estimate the
false negatives in an unlabeled dataset. Experimental results on the spam dataset from the UCI Machine Learning
Repository are presented.

1 Introduction
Detecting intrusions in a computer network can be considered as a 2-class classification problem. The task is to
analyze each network flow and label it as ‘suspicious’ or
‘normal’. 1 There are some unique characteristics of this
problem. First, the rate of data generation is very high, e.g.
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currence of ‘intrusions’ is much rarer than the occurrence
of ‘normal’ traffic. For such a dataset, a classifier will label relatively very few instances as positive as compared to
those labeled negative. The predicted positive instances can
be given to an expert who can further analyze them in order to separate the true positives from the false positives.
However, the negatively classified instances, being much
larger in number, would require an unacceptable amount
of time to separate the false negatives from the true negatives. Thus, getting a complete picture of classifier accuracy, e.g. ROC curves, is infeasible. However, since the
cost of a false negative may be much higher than of a false
positive, e.g. an actual attack being missed, obtaining at
least an estimate of false negatives predicted by the classifier is required. This, for example, can be used to estimate false negatives detected by two intrusion detection
systems (say SNORT – http://www.snort.org/ and MINDS –
http://www.cs.umn.edu/research/minds/MINDS.htm) for an
unlabeled dataset, and then comparing their performance.
In the commercial domain, an example of this problem
is the estimation of missed opportunities during the sales
opportunity analysis process (Vayghan et al. [11]). Here,
once a sales opportunity has been classified as negative (not
promising) by a human expert (e.g. a business manager),
there is no further analysis of that opportunity in order to
verify whether it was actually unprofitable or there was a
judgment error. A method for estimating the number of
false negatives predicted by the decision maker would be
useful to estimate the accuracy of the human expert w.r.t. the
ground truth (actual outcome). Furthermore, for an individual decision maker, it will help identify strengths and weakness in different domains of opportunities, e.g. the ability to
identify ‘hardware-selling opportunities’ vs. the ability to
identify ‘software-services opportunities’.
The examples above motivate the need for estimating
false negatives for a classifier on an unlabeled dataset. In
this paper we present a methodology for obtaining such an
estimate for false negatives based on the classical capturerecapture method for parameter estimation in statistics. In
addition, we also illustrate a number of important issues
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that need to be explored in making the application of this
method practicable. The remainder of this paper is organized as follows: section 2 provides a brief overview of the
approach and related work, section 3 presents experimental
results, and section 4 concludes future research directions.

2 General approach and related work
Hook and Regal [8] present a survey on false negative
estimation in epidemiology using two or more detection
methods (classifiers) and the capture-recapture method [4].
Goldberg and Wittes [6] present a generalized approach to
false estimation for the multi-class classification problem,
which is illustrated using the 2-class case. Consider a labeled dataset which is classified by a {T rue, F alse}-class
classifier, whose confusion matrix for the classifier is shown
in the Table 1.
Here, TP, FP,
Actual class
FN and TN repTrue False Total
Predicted True
TP
FP
PP
resent the numclass
False FN
TN
PN
bers of true posTotal
AP
AN
N
itives, false positives, false negTable 1: Confusion matrix for a classifier
atives and true
negatives respectively. Also, AP, AN, PP and PN are the
numbers of actual positives, actual negatives, predicted
positives and predicted negatives instances, while N is the
total number of instances in the dataset. Actual positives
are the instances in the dataset whose actual (real) class is
True. The performance of the classifier can be determined
using this confusion matrix.
However, for a skewed-class distribution classifier with
a very high data volume, e.g. network intrusion detection,
for a given unlabeled dataset only the predicted positive instances are manually classified into true positives and false
positives. The predicted negative instances, being very large
in number, are not analyzed further by the human expert.
Thus, the confusion table for the classifier for the dataset
will look as shown in Table 2.
The
notation
Actual class
used
in
Table
2 is
True False
identical to that in
Predicted True
TP
FP
Table 1. Here, only
class
False
FN + TN
the total (TP+FN)
Table 2: Confusion matrix for a rare- can be obtained.
class, large-dataset classifier.
Now, if AP in the
dataset is known, then, from the Table 1, FN can be determined. (This is because TP+FN=AP) Thus, the method for
estimation of FN is based on the estimation of AP in the
dataset.
The main idea behind the method for estimating actual
positives using the capture-recapture method can be explained using the following example problem.

Problem: Estimate the number of fish in a pond.
Estimation Method: A two step method, called the ‘capture’ and ‘recapture’ steps, is used for this. In step one (capture), let f1 be the number of fish caught, which are then
marked (presumably with an indelible ink) and released in
the lake. In the second step (recapture), let f2 be the number of fish that are caught (presumably after sufficient time
to allow the fishes to mix, but not mate and produce more
fishes, or even die). Let f12 be the number of fish caught
in second step, which are found to be marked. Under the
stated assumptions, f12 will follow a hyper-geometric distribution, since the process is equivalent to ‘selection with
replacement’. Thus,
for the total number of the

 the 2estimate
.
Now,
if the actual positive infish in the lake is f1f∗f
12
stances in the dataset are compared to fish in the lake, then
the capture-recapture methodology can be used to estimate
the number of actual positives in the dataset, given that the
two steps (samplings) are independent of each other. Thus,
for applying this technique, there is a need for at least two
independent classifiers (detection methods). It should be
noted that this method can be extended to the case where
more than two independent samplings are available.

We now explain the method for estimating the number of
actual positives using the capture-recapture method and the
classifiers in detail.
Suppose
APs detected
that
two
by classifier 1
Yes
No
Total
independent
APs detected
Yes n11
n12
n2
classifiers
by classifier 2
No
n21
n22
n4
classify the
Total n1
n3
n
two-class
Table 3: Contingency table of actual positives dataset. Let
n1 and n2 be
for the case of two classifiers
the number
of true positive instances detected by the first and second
classifiers, respectively. Let n11 be the number of true
positives detected by both classifiers. Also, as shown in
Table 3, let n12 be the actual positive instances classified
as True by only the first classifier and let n21 be the
actual positive instances classified as True by only the
second classifier. The value n22 , the number of actual
positive instances not detected (i.e. classified False) by
both classifiers, is unknown and needs to be estimated. The
sum n of the values in all the cells of the Table 3 is equal
to the number of actual positives in the dataset. If the two
classifiers are independent, then the ML-estimate for the
,as shown by Goldberg and Wittes [6],
unknown value
 n22
21
.
is : n22 = n12n∗n
11
Wittes et al. [14, 13] discuss the problems arising from
decision making in the capture and recapture steps being
dependent. If so, i.e. when independence does not hold
between the variables in the contingency table, log-linear
models (Knoke and Burke [9]) must be used for the con-
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tingency table. Fienberg [5] describes a method for constructing log-linear models for the contingency table in such
cases and obtaining the best-fitting model. In this approach,
the conditional relationship between two or
more discrete categorical variables (here,
the class labels assigned by the classifiers are discrete categorical variables) is
analyzed by taking the natural logarithm
of the cell frequencies within a contingency table. For example, for the conDATA
tingency Table 3, the following model
is used to represent the expected frequency of each cell (i,j) in the table –
B
AB
Ln(Fij ) = µ + λA
i + λj + λij
where, Ln(Fij ) is the log of the expected
cell frequency of the instances in the cell
(i,j) in the contingency table; µ is the overall mean of the natural log of the expected frequencies; A
and B are the variables (APs detected by each classifier); i,j
refer to the categories within the variables; λA
i is the main
effect of the variable A on the cell frequency; λB
i is the main
effect of the variable B on the cell frequency; and λAB
ij is the
interaction effect of variables A and B on cell frequency.
The basic strategy involves fitting a set of such models
to the observed frequencies in all cells of the table. In fitting these models, no distinction is made between independent and dependent variables, i.e. log-linear models demonstrate the general association between variables. Different
sets of models depending upon various possible dependencies among the variables are fitted to the table. A log-linear
model for the entire table can thus be represented as a set
of expected frequencies (which may or may not represent
the observed frequencies). Such a model is described in
terms of the marginals it fits and the dependencies that are
assumed to be present in the data. Iterative computation
methods for fitting such a model to a table are described in
Christensen [2]. Using deviance measures, e.g. the likelihood ratio or χ2 measure, as a measure of the goodness-offit for a model, the best-fitting, parsimonious (least number
of dependencies) model for the table is determined. This
model is then used to estimate of the unknown value n22 .
The purpose of log-linear modeling is thus to choose minimum dependencies in a model for the given cells, while
achieving a good goodness-of-fit. This method requires is
computationally intensive since models corresponding to all
possible dependencies among the variables need to be computed. The disadvantage of this method is that a sufficiently
large amount of data (cell values) is required for obtaining a
good estimation of the contingency table model. Also, high
degrees of association among the variables makes it difficult
to comprehend the model. 2
2 The capture-recapture method for false estimation thus requires modeling of concepts for independent, quasi-independent and dependent con-

The Figure 1 illustrates the method of estimating actual
positives (and hence false negatives) using m classifiers.
Given m different classifiers and a dataset, the number of
Figure 1: Method for estimation of false negatives.
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true positives detected by each of the m classifiers is determined and cross-tabulated in a contingency table. One
cell in the contingency table will be unknown, which corresponds to the number of actual positives not detected by
all m classifiers. Using ML-estimation technique or loglinear model (depending upon whether independence does
or does not hold), an estimate for the unknown cell is obtained. Thus, the total number of actual positives is estimated. The assumption to be noted is that the classifiers
used in the capture-recapture method do a good job of keeping the number of false positives low. This helps to keep the
number of instances to be manually classified by experts
low. Once an estimate of the number of actual positives,
 in dataset has been obtained, the same dataset is clasAP
sified using a classifier whose performance (accuracy) is to
be evaluated. The instances predicted True by the classifier are analyzed manually to separate TP and FP. Next, the
 is used to estimate the false negatives (F

estimate AP
N)

and true negatives (T N ) detected by the classifier. Using
these estimates, the performance (accuracy) of the classifier
is evaluated.

3 Experimental work
For experimental work, a two-class classification problem using the SPAM email dataset [1] was used. Goldberg
and Wittes [6] defined independence of two classifiers as
disjoint feature sets. Instead of using disjoint condition as
the only criterion for independence, we quantified independence in terms of independence of feature sets, using mutual information [3]. Three disjoint subsets for the dataset
were obtained and three different decision tree classifiers
A, B and C were trained (using WEKA [12]). As all the
features were continuous and due to the limited amount of
tingency tables which are summarized by Goodman [7].
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Figure 2: Pair-wise mutual information given class ‘True’ for features used by the classifiers
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training data, it was not possible to decide the independence
of two feature subsets (in terms of mutual information). In
other words, it was not possible to estimate the exact mutual
information between two feature subsets, each having sufficiently large number of continuous features. This is an effect of the curse of dimensionality. To overcome this, we instead computed the pair-wise mutual information (MI) [10]
between the individual features pairs for each pair of classifiers. The plots of MI for two pairs of classifers, namely
(A,B) and (A,C), are shown in Figure 2. 3 It was noted that
the feature pairs for the classifiers A and B were on average
more pair-wise dependent than feature pairs of classifiers A
and C.
The classifiers A, B and C were used to classify the test
dataset and the numbers of TPs detected by each classifier
were determined. The TPs for each pair of classifiers were
cross-tabulated into a contingency table and then the number of APs not detected by all classifiers was estimated using log-linear models. Since the test dataset used was labeled, the number of APs actually missed by all the classifiers was also determined. The results were summarized in
the Table 4. The classifiers A, B and C had an approximate

4 Conclusions
In this paper, a capture-recapture based method for the
estimation of false negatives has been presented. The need
for having independent classifiers for the method of estimation of false negatives was illustrated using a real-world
dataset. Furthermore, it was shown that if the pair-wise MI
between the features of a pair of classifiers is low – even if
that pair of classifiers has relatively lower accuracy than another pair of classifiers – it may be possible to obtain a better
estimate of missed APs using the former pair. Thus, a better
estimate for total number of APs, and hence for false negatives, is obtained using independent classifiers. Our current
research will address the issues in obtaining sufficiently accurate and independent classifiers for a given dataset.
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